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OCTOBER IS NATIONAL CYBER SECURITY AWARENESS
MONTH

This October, Halloween ghosts and
goblins aren’t the only scary things
you should be thinking about.
October is National Cyber Security
Awareness Month. Cyber risks are
frighteningly real, and everyone
needs to be aware of the threats.

The Cyber Security & Infrastructure Security Agency (CISA)
and the National Cyber Security Alliance (NCSA) have
announced that the theme for this year's National Cyber

Security Awareness Month is “Do Your Part. #BeCyberSmart.”
Oct 1, 2020

CISA’s National Cybersecurity Awareness Month

This week, the Department of Homeland Security (DHS)’s Acting Secretary of
Homeland Security Chad F. Wolf released a threat assessment report:
Homeland Threat Assessment (HTA) that details the various threats that DHS
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is tracking, based on intelligence and operational components. DHS is
following through on its promise to provide an annual report that identified
the threats that the United States is facing, with a goal of informing leaders
and the general public. During the month of CISA’s National Cybersecurity
Awareness Month, this report particularly calls out various cyber threats to
the U.S.

2020 HOMELAND SECURITY THREAT ASSESSMENT FINDINGS OF NOTE
The key areas that the report focuses on are the following:

* Cyber threats to the Homeland from both nation-states and non-state actors
will remain acute - and will likely grow;

* The COVID-19 pandemic is creating new opportunities for the United States’
economic competitors to exploit the American people;

* China, Russia, and Iran may seek to use cyber capabilities to compromise or
disrupt critical infrastructure used to support the 2020 elections and may
also use influence measures in an attempt to sway the preferences and
perceptions of U.S. voters;

* Ideologically motivated lone offenders and small groups will pose the
greatest terrorist threat to the Homeland, with Domestic Violent Extremists
presenting the most persistent and lethal threat;

* Transnational criminal organizations will continue to be an acute and
devastating threat undermining public health and safety in the Homeland
and a significant threat to U.S. national security with Mexico-based cartels
posing the greatest TCO threat to the Homeland;



» .

36 1127 International Parkway, Room 249

'V’. Fredericksburg, VA 22406
9001:2015 web business solutions inc

(540) 446-9322
SECURITY CLEARANCE NEWS- OCTOBER 2020

* The duration and severity of the COVID-19 pandemic in the United States
and within Central and South America and the Caribbean will shape
migration to the United States’ Southwest Border, exacerbating the
underlying economic and political conditions in the region. As COVID-19-
related restrictions on mobility ease, we expect to see increased migration
flow to pre-pandemic levels; and,

* Natural disasters continue to pose a threat to the life and safety of
Americans while also impacting local and national economies.

For more information on

DO YOUR PART. . w @ ~ . .
#BECYBERSMART ' P National Cybersecurity

i o Sogt Y Awareness Month:

https://www.cisa.gov/telework

Any Questions? Please contact us:

Holly Higgins/FSO: holly.nhiggins@wbsi.com

John Deffenbaugh/AFSO: John.Deffenbaugh@wbsi.com

Sarah Del Cid/AFSO: Sarahk@wbsi.com




