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SANS Security Awareness

Overview
You most likely have heard how important it is to protect your privacy and the information you
share online. To demonstrate this, we are going to show you how to research yourself and
discover what information is publically known about you. The process is called OSINT (Open
Source Intelligent).

This means researching public resources online to see how much

information you can learn about a computer IP address, a company, or even a person like
yourself. Remember, cyber attackers are using these very same tools and techniques. The more
attackers can learn about you, the better they can create a targeted attack. This concept has
existed for years, but the latest online tools make it so much simpler to accomplish.

How to Find Information
You will not find all the information on a single website. Instead you start with one website,
learn some details, then use those details to search on and learn from other sites. Then you
combine and compare results to create a profile or dossier of your subject. A good place to start
is with search engines such as Google, Bing, or DuckDuckGo. Each of these have indexed
different information about you, so start your search with more than one search engine.
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Start by typing your name in quotes, but after that expand your search based on what are
called operators. Operators are special symbols or text you add to your search that better
define what you are looking for. This is especially important if you have a common name;
you may have to add more information such as your email address or the town you live in.
Learn more about operators and advanced search techniques in the Resources section at the
end. Examples include:

“FirstName LastName” > What information can I find online about this person

There are also sites dedicated to learning about people. Try one of these sites to see what
is publicly known about you. Keep in mind these sites are not always accurate or may be
country specific. You may have to search several sites to verify the information you find:

https://pipl.com
https://cubib.com
https://familytreenow.com

Finally, there are numerous other sites you can search to learn more, such as Google Images,
Google Maps, social media sites and many others. For an interactive list of all the different
websites you can use to learn about yourself, one recommend site is the OSINT Framework at
https://osintframework.com
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How to Find Information
1.

2.

3.

REPORT SUSPICIOUS ACTIVITY TO SECURITY!

Any Questions? Please contact us:
Holly Higgins/FSO: holly.higgins@wbsi.com
Charity DellaCamera/ALT FSO: charity@wbsi.com
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